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Executive Summary

This document complements deliverable D5.3 “Experimental-driven research” with details about testing scenario steps
and all materials like logs, screenshots, packet dumps collected during performing of experimentation tests. We highly
encourage to read first D5.3 which contains overview of the experiment, goals to be achieved, experiment environment

and also discussion about experiment validation.
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OpenFlow QoS extensions

Testing scenario

The testing carried out for the demonstration of the OpenFlow QoS extensions developed is described in the next
workflow. It describes how the proxy works and the interaction between OpenFlow and DOCSIS to provide the
abstraction of the QoS mechanisms.

Step 0: Default QoS profiles

ALIEN DOCSIS default configuration related to QoS is defined in a new configuration file. This configuration file is parsed
by ALHINP (ALien HAL-based Integration Network Proxy). Proxy reads this file and generates a default profile of service
flows to be loaded into cablemodem. Furthermore, it is also possible to set an ad-hoc configuration of QoS for a certain
cablemodem specifying its corresponding mac address and defining the custom queue set to be generated for it.

The configuration file is organized as the next example:

DEFAULT_QUEUELIST = ({ queueID = "default";
max_rate = 500000;
min_rate = 100000;
direction = "bidirectional";

source_port = Oxffffffff
destination_port = 12 1},

{ queuelID = "openflow";
min_rate = 2000000;
max_rate = 2000000;

direction = "bidirectional";
source_port = 0
destination_port = 0 }
)i
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QueuelD represents the name of the queue to be created. Both OpenFlow and default labelled queues are mandatory to
be defined. Otherwise the proxy alerts you to create them before running the proxy. Max_rate is the maximum allowed
bandwidth in bps. Min_rate represent the guaranteed bandwidth in bps. Direction can be set as one-direction or
bidirectional. Source_port and destination_port: specifies between which ports the queue is going to be created.
OFPP_ALL is used to represent all client ports, whereas a 0 value means not to care, and it is only used for OpenFlow
queue only.

Default configured queues are two. The first one, corresponding to OpenFlow control link, is a 2 megabit symmetric
connection, whereas default queue is a 500kb/100kb connection.

The section parsed to load a custom profile for a cablemodem is described as follows:

CMLIST = ( { mac = A4A24A441F29;

queuelist = (

{ queueID = "openflow";
max_rate = 1000000;
min_rate = 1000000;
direction = "bidirectional";
source_port = Oxffffffff
destination_port = 0 1},

{ queueID = "default";
max_rate = 1000000;
min_rate = 1000000;
direction = "bidirectional";

source_port = Oxffffffff

destination_port = 12 },

{ queueID = "customl";
max_rate = 20000000;
min_rate = 3000000;
direction = "bidirectional";

source_port = Oxffffffff
destination_port = 12 } );

)i

The configuration structure is almost the same as the default profile, but a field where the mac address of the device has
to be added.
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Step 1: Network boot up process

When a new cablemodem is connected and a RF interface is configured and synchronized, a DHCP request is sent by the
cablemodem. This request packet matches a specific flow rule in the aggregation switch and the action set for this
matching is to send the packet to controller, (ALHINP proxy). Once the packet arrives the ALHINP, the cablemodem mac
address is gathered. Then a VLAN is assigned to the cablemodem and this configuration is pushed to the CMTS. ALHINP
checks if there is any specific QoS string for it. If not, default queue schema is compiled for it.

Based on the cablemodem binary file template, as many service-flows as queues requested are configured, keeping the
control of some of the parameters:

* A service-flow reference number has to be unique in the cablemodem configuration file, so the proxy controls
the order of service-flow entities created.

e When a bidirectional queue is requested, two service-flows are created, one for each direction.

e Assignation of queue identifiers is done based on the VLAN assigned to the cablemodem in the L2VPN
configuration and appending the auto assigned queue number. There is a limit of 16 configurable queues per
cablemodem. Queue identifier is used as VLAN ID for the classifier associated with the service flow.

Step 2: Controller, ask for queues

Once the cablemodem is configured and the service-flows and classifiers are provisioned, the OpenFlow User Instance,
the helper located at the user side, will try to contact ALHINP. After this connection is established, the ports will be
reported to the controller as available by using a PORT_STATUS message. However, in this message, information about
queues available for this device cannot be reported. Therefore, the controller should ask for the queues available for the
new ports sending a QUEUE_GET_CONFIG_REQUEST.

After receiving QUEUE_GET_CONFIG_REQUEST, the corresponding reply message is built where details are given such as
src_port, maximum allowed bandwidth and maximum sustained bandwidth. The message exchange is depicted in Figure
1-1 OpenFlow message exchange between controller and proxy.
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686 64.62173900€ 10.216.64.6 16.216.12.121 OFP 1.2 74 Hello (SM) - OFPT HELLO

688 64.62200100€ 10.216.12.121 10.216.64.6 OFP 1.2 74 Hello (SM) - OFPT HELLO

690 64.622076600€ 10.216.12.121 10.216.64.6 OFP 1.2 74 Features reguest (CSM) - OFPT FEATURES REQUEST

694 64.622158600€ 10.216.12.121 16.216.64.6 OFP 1.2 74 Echo request (SM) - OFPT_ECHO REQUEST

696 64.62219600€ 10.216.64.6 10.216.12.121 OFP 1.2 74 Echo reply (SM) - OFPT_ECHO REPLY

704 64.63079700€ 10.216.64.6 16.216.12.121 OFP 1.2 226 Features reply (CSM) - OFPT FEATURES REPLY

706 64.63108200€ 16.216.12.121 10.216.64.6 OFP 1.2 82 Queue get config request (CSM) - OFPT_QUEUE GET CONFIG REQUEST
707 64.63114800€ 16.216.12.121 10.216.64.6 OFP 1.2 82 Queue get config request (CSM) - OFPT QUEUE GET CONFIG REQUEST
768 64.631209600€ 16.216.12.121 16.216.64.6 OFP 1.2 74 Get config request (CSM) - OFPT_GET CONFIG REQUEST

709 64.63126800€ 10.216.64.6 10.216.12.121 OFP 1.2 210 Queue get config reply (CSM) - OFPT QUEUE GET CONFIG REPLY
710 64.63127800€ 10.216.64.6 16.216.12.121 OFP 1.2 210 Queue get config reply (CSM) - OFPT QUEUE GET CONFIG REPLY
711 64.63133100€ 10.216.64.6 10.216.12.121 OFP 1.2 78 Get config reply (CSM) - OFPT GET CONFIG REPLY

713 64.63163600€ 16.216.12.121 10.216.64.6 OFP 1.2 82 Stats request (CSM) - OFPT STATS REQUEST

714 64.63169000€ 10.216.64.6 16.216.12.121 OFP 1.2 210 Stats reply (CSM) - OFPT STATS REPLY

716 64.63221000€ 10.216.12.121 10.216.64.6 OFP 1.2 178 Flow mod (CSM) - OFPT FLOW MOD

717 64.63229600€ 10.216.12.121 10.216.64.6 OFP 1.2 178 Flow mod (CSM) - OFPT_FLOW MOD

718 64.63238200€ 10.216.12.121 10.216.64.6 OFP 1.2 178 Flow mod (CSM) - OFPT FLOW MOD

719 64.63246700€ 10.216.12.121 16.216.64.6 OFP 1.2 186 Flow mod (CSM) - OFPT FLOW MOD

721 64.632597600€ 10.216.12.121 16.216.64.6 OFP 1.2 186 Flow mod (CSM) - OFPT_FLOW MOD

722 64.63265500€ 10.216.12.121 10.216.64.6 OFP 1.2 186 Flow mod (CSM) - OFPT_FLOW MOD

723 64.63271100€ 10.216.12.121 10.216.64.6 OFP 1.2 186 Flow mod (CSM) - OFPT FLOW MOD

Figure 1-1 OpenFlow message exchange between controller and proxy

The controller must be extended to understand correctly the custom properties. Any case, min_guaranteed_bw and
max_allowed_bandwidth can be understood by any of controller as they are in the OpenFlow 1.2 specification.

In case of using a controller based on ROFL libraries, it is only needed to add and use the new message class:
cofqueue_prop_src_port. Otherwise, it would be required to implement the corresponding property handler according to
the information of the structure provided above.

If the controller does not set SET_QUEUE action in a flow-rule, ALHINP proxy installs the flow rule using the default

queue identifier for it.

Step 3: Default QoS usage

The controller installs flow mods to enable 2 different traffics, based on IP fields. The rules installed are the next ones:
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FLOW_MOD_1: Downstream default

MATCHING
o Inport: 12
o Ethertype: 0x0800
o IP_SRC: 30.30.30.0
o IP_SRC_MASK: 255.255.255.0

ACTIONS:
o OUTPUT 21

FLOW MOD 3: Upstream default

s« MATCHING

o Inport: 21

o Ethertype: Ox0800

o IP_SRC: 30.20.30.0

o IP_SRC_MASK: 255.255.255.0
+  ACTIONS:

o QUTPUT 12

FLOW MOD 2: Downstream using identifier

MATCHING

o inport:12

o Ethertype: 0x0800

o IP_SRC: 40.40.40.0

o IP_SRC_MASK: 255.255.255.0
ACTIONS:

o SET_QUEUE: 21

o OUTPUT 21

FLOW MOD 4: Upstream using identifier

+  MATCHING
o inport: 21
o Ethertype: Ox0800
o IP_SRC: 40.40.40.0
o IP_SRC_MASK: 255.255.255.0

o ACTIOMS:
o SET_QUEUE: 21
o OUTPUT 12

Figure 1-2 Default installed Flow Mods

In the first case, concerning to the IPs 30.30.30.0/24 no SET_QUEUE action is defined, so the proxy automatically will use
the default queue for it. In case of flow mod matching 40.40.40.40/24 |Ps, SET_QUEUE is used but as the only queue
defined is default one (Figure 1-2 Default installed Flow Mods), both traffic will have the same behaviour and the

bandwidth usage is the same.

Step

4: Enforcing new queues

The creation of a new queue is requested, using an experimenter message for it (Figure 1-3 Experimenter message for

new queue creation). The properties of the new queue are 20Mb/3Mb from the port 12 (aggregation port) and port 21 (a

client port) where the greater bandwidth is related to the network to user direction.
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791 69.637792000 10.216.12.121 10.216.64.6 OFP 1.2 1106 Experimenter message (5M)

b Frame 791: 1106 bytes on wire (8848 bits), 1106 bytes captured (8848 bits) on interface ©
b Ethernet II, Src: CadmusCo 5c:4c:2e (08:00:27:5c:4c:2e), Dst: DellPcba aa:65:35 (b8:ca:3a:a
- Internet Protocol Version 4, Src: 18.216.12.121 (10.216.12.121), Dst: 10.216.64.6 (10.216.6
Version: 4
Header length: 20 bytes
b Differentiated Services Field: @x@@ (DSCP 0x08: Default; ECN: @x@0: Not-ECT (Not ECN-Capak
Total Length: 1892
Identification: @xPaba (2746)
b Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
b Header checksum: 8xc9cb [correct]
Source: 10.216.12.121 (18.216.12.121)
Destination: 10.216.64.6 (10.216.64.6)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
b Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 48178 (40170), Seq: 1833, A

+ Header
Version: @x83
Type: Experimenter message (SM) - OFPT _EXPERIMENTER (4)
Length: 1048
Transaction ID: 2828511169

0040 a7 le .. ,
0050
0060 “
0670
0080

atalatyl

Figure 1-3 Experimenter message for new queue creation

Step 5: Enforcing new queues

A new profile is pushed to the provisioning and then applied to the cablemodem. Once the service flows are provisioned,
a new identifier is assigned to this queue and reported to the controller via OFP_GET_QUEUE_CONFIG_REPLY message
where the new properties and the identifier are detailed. From this moment, this QoS is enabled for being used by the
controller.

Step 6: Using new queues

Now, the new queue is enabled and the controller overrides the rule for traffic from 40.40.40.40 by setting the new
queue for it, this is, adding SET_QUEUE action with the new identifier. (Figure 1-4 Flow mods installed using 2 different

queues).
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FLOW_MOD_1: Downstream low bandwidth

«  MATCHING

o Inport: 12

o Ethertype: 0x0800

o IP_SRC: 30.30.30.0

o IP_SRC_MASK: 255.255.255.0
s ACTIOMS:

o SET_QUEUE: 21

o OUTPUT 21

FLOW MOD 3: Upstream low bandwidth

«  MATCHING
Inport: 21
Ethertype: Ox0800
IP_SRC: 30.20.30.0
IP_SRC_MASK: 255.255.255.0
+  ACTIONS:

o SET_QUEUE: 21

o OUTPUT 12

o o o o0

FLOW MOD 2: Downstream high bandwidth

s  MATCHING
o inport; 12
o Ethertype: 0x0800
o IP_SRC: 40.40.40.0
o IP_SRC_MASK: 255.255.255.0

* ACTIONS:
o SET_QUEUE: 22
o OUTPUT 21

FLOW MOD 4: Upstream high bandwidth

+ MATCHING

o inport: 21

o Ethertype: 0x0800

o IP_SRC: 40.40.40.0

o IP_SRC_MASK: 255.255.255.0
s ACTIONS:

o SET_QUEUE: 22

o OUTPUT 12

Figure 1-4 Flow mods installed using 2 different queues

Step 7: checking the bandwidths

In order to test the application of new queues, an Iperf test is performed between IPs from the range of 30.30.30.0/24

and then for IPs from 40.40.40.0/24. According to the rules installed and queue numbering default queue is used for
30.30.30.30/24 whereas the high bandwidth one is used for 40.40.40.0/24 IPs. The bandwidth obtained is limited by

DOCSIS access network.

Experiment results

When the configuration of the ALIEN DOCSIS is finished, the controller can interact with the proxy, as shown in Figure

3.4. Then IPs from the different ranges are given to the client and server and the Iperf test is performed. The expected

results are that even using the identifier the queue to be used is the same, so for both cases the bandwidth used should

be almost the same, as can be seen in the captures.
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Server listening onm TCP port 5801
TCP window size: B5.3 KByte (default)

Client connecting to 30.30.30.31, TCP port 5601
TCP window size: 21.9 KByte (default)

4] local 30.30.30.32 port 43901 connected with 30.30.38.31 port 5801
ID] Interval Transfer Bandwidth
4] ©.8-38.7 sec 384 KBytes 81.3 Kbits/sec
5] local 30.30.30.32 port 5001 connected with 30.30.38.31 port 45186
5] ©8.8-15.4 sec 896 KBytes 478 Kbits/sec
12t@12tVPN sudo ifconfig ethl 40.40.40.42/24

Figure 1-5 Bandwidth usage when using 30.30.30.0/24 IPs
~C C1i2t@i2tVPN iperf -c 40.40.40.41 -r
Server listening on TCP port 58801

TCP window size: 85.3 KByte (default)

Client connecting to 40.48.48.41, TCP port 58081
TCP window size: 21.9 KByte (default)

4] local 40.40.408.42 port 45790 connected with 48.48.48.41 port 56801

ID] Interval Transfer Bandwidth

4] ©.8-48.8 sec 384 KBytes 77.1 Kbits/sec

5] local 40.40.48.42 port 5801 connected with 40.48.48.41 port 48451
8.0-15.4 sec 896 KBytes 478 Kbits/sec

Figure 1-6 Bandwidth usage when using 40.40.40.0/24 IPs

Then, after new QoS profile is loaded, and the new 20Mb queue is available. These results were obtained using the
network range 40.40.40.0/24, which has been configured by the controller to use the 20Mb/3Mb services (Queue ID 22).
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Server

iperf -c 48.408.48.41

listening on TCP port 5001

TCP window size: 85.3 KByte (default)

Client

connecting to 40.40.48.41, TCP port 5861

TCP window size: 21.9 KByte (default)

onnected with 48.48.48.41 port 5881
Interval sfer dwidth
B.0-18.2 sec 23.9 MBytes .7 Mbits/sec
local 4€.40.48.42 port 5001 connected with 486.46.48.41 port 37896
8.8-15.3 sec 4.38 MBytes 2.48 Mbits/sec

Figure 1-7 Benchmarks obtained using the 20Mb/3Mb queue

These other results were obtained using the network range 30.30.30.00.0/24, which has been configured by the
controller to use the 500Kb/100Kb services.

Server

listening on TCP port 5001

TCP window size: 85.3 KByte (default)

Interval Transfer Bandwidth

8.8-38.7 sec 384 KBytes 81.2 Kbits/sec

local 36.39.30.32 port 56001 connected with 38.30.30.31 port 42644
8.8-17.6 sec 1.80 MBytes 477 Kbits/sec

Figure 1-8 Benchmarks obtained using the low bandwidth (default) queue
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